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1. Definitions and Interpretation 

The following words and expressions have the following meaning unless inconsistent with the 
context: 

“Agreed Purposes” means [state the purposes for which the Shared Personal Data is to be held, or 
if there’s no Shared Personal Data this can be removed or marked ‘Not Used’]. 

“Authority” means Dorset and Wiltshire Fire and Rescue Authority. 

‘’Authority’s Premises” means any premises owned by the Authority or for which the Authority has 
legal responsibility and to which the Goods and/or Services are supplied. 

“Bribery Act 2010” means the Bribery Act 2010 and any subordinate legislation made under that Act 
from time to time together with any guidance or codes of practice issued by the relevant government 
department concerning the legislation. 
 
“Controller, Processor, Data Subject, Personal Data, Personal Data Breach, Data Protection 
Officer” have the meaning given in the UK GDPR. 
 
‘’Commencement Date” means the date agreed by the Parties from when the Goods and/or 
Services will be supplied under this Contract. 
 
“Commercially Sensitive Information” means, if relevant, the information listed in a schedule or 
order comprised of trade secrets and information provided by the Contractor to the Authority in 
confidence. 

“Confidential Information” means any information which has been designated as confidential by 
either Party or that ought to be considered as confidential (however it is conveyed) which either 
Party may receive or obtain in connection with this Contract. 

“Contract” means the written agreement between the Authority and the Contractor consisting of 
these Contract Conditions together with any Special Conditions agreed in writing by the Parties, the 
Specification, the Contract Documentation, any attached schedules and appendices and, if relevant, 
the Invitation to Tender and the Contractor’s Tender. 

“Contractor” means the person, partnership, company or other organisation with which the Authority 
enters into the Contract, including its Personnel, agents, successors and permitted assigns. 

“Contract Period” means the period from the Commencement Date to: 
 
(a) the date of expiry set out in clause 3.1 (Initial Contract Period), or  
 
(b) following an extension pursuant to clause 3.2 (Extension of Initial Contract Period), the date of 

expiry of the extended period, or  
 
(c) such earlier date of termination or partial termination of the Contract in accordance with the Law 

or the provisions of the Contract. 

“Contract Conditions” means the contract conditions set out in this document. 

“Contract Documentation” includes, but is not limited to, the Specification, the Special Conditions, 
the Purchase Order and, if relevant the Invitation to Tender and the Contractor’s Tender, all of which 
are incorporated in and together form the Contract.  

“Contract Price” means the price (exclusive of any applicable VAT), payable to the Contractor by 
the Authority under the Contract, as set out in the Contract Price Schedule, for the full and proper 
performance by the Contractor of its obligations under the Contract. 



 

 

“Contract Price Schedule” means any Schedule to this Contract containing details of the Contract 
Price. 

“Data Controllers in Common” means where both Parties are Controllers and process Personal 
Data under the Contract independently of the other.  
 
“Data Discloser” means a Party that discloses Shared Personal Data to the other Party. 
 
“Data Loss Event” means any event that results, or may result, in unauthorised access to Personal 
Data held by the Processor under this Contract, and/or actual or potential loss and/or destruction of 
Personal Data in breach of this Contract, including any Personal Data Breach. 

“Data Protection Legislation” means (i) all applicable UK law relating to the processing of Personal 
Data and privacy, including but not limited to the UK GDPR, and the Data Protection Act 2018 (DPA 
2018) to the extent that it relates to processing of Personal Data and privacy; and (ii) (to the extent that 
it may be applicable) the EU GDPR). The UK GDPR and EU GDPR are defined in section 3 of the 
Data Protection Act 2018. 

“Data Protection Impact Assessment” means  an assessment by the Controller carried 
out in accordance with Section 3 of the UK GDPR and sections 64 and 65 of the DPA 
2018. 

“Data Subject Access Request” means  a request made by, or on behalf of, a Data Subject in 
accordance with rights granted pursuant to the Data Protection Legislation to access their Personal 
Data. 

“Default” means any breach of the obligations of the Contractor or any other default, act, omission, 
negligence or negligent statement of the Contractor or its Personnel in connection with or in relation 
to the subject matter of the Contract and in respect of which the Contractor is liable to the Authority. 

“DPA 2018” means the Data Protection Act 2018. 

 “FOIA” means the Freedom of Information Act 2000 and any subordinate legislation made under this    
Act from time to time together with any guidance and/or codes of practice issued by the Information 
Commissioner or relevant government department in relation to such legislation. 

“Goods and/or Services” means the Goods and/or Services to be supplied by the Contractor under 
this Contract as specified in the Specification. 

‘’Initial Contract Period” means the period from the Commencement Date to the date of expiry 
agreed by the Parties (or as set out in the Invitation to Tender), or such earlier date of termination of 
the Contract in accordance with the Law or the provisions of the Contract. 

“Invitation to Tender or Quote” means, if relevant, the invitation and instructions to tenderers 
issued by the Authority to submit a Tender or Quotation for the provision of the Goods and/or 
Services during the Contract Period. 

“Joint Controllers” takes the meaning given in Article 26 of the UK GDPR. 

“Law” means any law, subordinate legislation within the meaning of Section 21(1) of the 
Interpretation Act 1978, bye-law, enforceable right, regulation, order, regulatory policy, mandatory 
guidance or code of practice, judgment of a relevant court of law, or directives or requirements with 
which the Contractor is bound to comply whether in relation to the delivery of the Goods and/or 
Services or otherwise. 

“Law Enforcement Processing” means processing under Part 3 of the DPA 2018. 



 

 

“Party” means a party to the Contract and ‘Parties’ will be construed accordingly.  

“Permitted Recipients” means the Parties to this Contract, the Personnel of each Party, any third 
parties engaged to perform obligations in connection with this Contract, and [ADD ANY OTHER 
PERMITTED RECIPIENTS]. 
 

“Personnel” means all persons employed by the Contractor together with the Contractor’s 
volunteers, agents and Sub-Contractors used in the supply of the Goods and/or Services. 

“Processor Personnel” means all directors, officers, Personnel, agents, consultants and 
contractors of the Processor and/or of any Sub-Processor engaged in the performance of its 
obligations under this Contract. 
 

“Protective Measures” means the appropriate technical and organisational measures designed to 
ensure compliance with obligations of the Parties arising under Data Protection Legislation and this 
Contract, which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, 
integrity, availability and resilience of systems and services, ensuring that availability of and access to 
Personal Data can be restored in a timely manner after an incident, and regularly assessing and 
evaluating the effectiveness of the such measures adopted by it including those outlined in Special 
Condition Schedule 2 (Security). 

“Purchase Order” means an order issued by the Authority for the Goods and/or Services 
during the period of the Contract. 

“Quote” means, if relevant, the document(s) submitted by the Contractor to the Authority in 
response to the Invitation to Quote or Request for Quotation. 
 
“Shared Personal Data” : the Personal Data to be shared between the Parties under the Contract. 
Shared Personal Data shall be confined to the following categories of information relevant to the 
following categories of data subject: 
 
(a) [type of Personal Data]; 

 
(b) [type of Personal Data], and 

 
(c) [type of Personal Data] 

 
“Specification” means the detailed specification for the Goods and/or Services prepared by the 
Authority. 

“Special Conditions” means any additional conditions which the Authority may apply to the 
Contract and which will form part of the Contract Documentation.   

“Supporting Documentation” means such evidence and other information as the Authority may 
reasonably require from time to time to be submitted in support of an invoice.  

“Supervising Officer” means the Authority’s officer responsible for ensuring that the Contractor 
performs the Contract in accordance with these Contract Conditions. 

“Sub-Contractor” means any third party appointed by the Contractor which through its Personnel or 
agents delivers the Goods and/or Services. 

“Sub-Processor” means any third party appointed to process Personal Data on behalf of the 
Authority related to this Contract. 



 

 

“Tender” means, if relevant, the document(s) submitted by the Contractor to the Authority in 
response to the Invitation to Tender.  

“TUPE Regulations” means the Transfer of Undertakings (Protection of Employment) Regulations 
2006, as amended from time to time.  
 
“UK GDPR” means the UK General Data Protection Regulation 

“VAT” means value added tax in accordance with the provisions of the Value Added Tax Act 1994.  
 
“Working Day” means any day other than a Saturday, Sunday, or public holiday when banks in the 
United Kingdom are open for business. 

Interpretation 

In this Contract: 

• Headings do not affect its interpretation or construction; 
• Words importing the singular include the plural and vice versa; 
• References to numbered clauses are references to the relevant clause in these Contract 

Conditions; 
• Words importing any gender include every gender; 
• Any reference to an enactment includes a reference to that enactment as amended or 

replaced from time to time and to any subordinate legislation or byelaw made under that 
enactment; 

• In the event of any conflict between the Contract Conditions and the Contract 
Documentation, the Contract Conditions will prevail, save that the Special Conditions will 
prevail over the Contract Conditions.   

2. Parties to the Contract  

2.1 The Contract is between the Contractor and the Authority.  
 
2.2. A person who is not a Party to the Contract will have no right to enforce any term of the Contract 
which expressly or by implication confers a benefit on them without the prior agreement in writing of 
both Parties. For avoidance of doubt, the provisions of the Contracts (Rights of Third Parties) Act 
1999 will not apply to this Contract.  
 
3. Contract Period 
 
3.1.  The Contract will take effect on the Commencement Date and will continue for the Initial  
Contract Period unless terminated earlier in accordance with the Law or these Contract Conditions.   
3.2. Subject to the Contractor’s satisfactory performance during the Initial Contract Period, the 
Authority may elect to extend the duration of the Contract with the agreement of the Contractor for a 
further period, such period to be agreed with the Contractor, or as provided for on Tender, by giving 
the Contractor no less than three (3) months' written notice.  
4. Entire Agreement  
 
4.1. The Contract sets out the entire agreement and understanding between the Parties in respect of 
the subject matter of the Contract to the exclusion of any other terms that the Contractor seeks to 
impose or incorporate or which are implied by trade, custom, practice or course of dealing.  The 
Contract supersedes all prior negotiations between the Parties and all representations and 
undertakings made by one Party to the other, whether written or oral, with the exception that this 
clause will not exclude liability in respect of any fraud or fraudulent misrepresentation. 
 



 

 

4.2 Each of the Parties acknowledges and agrees that in entering into the Contract it does not rely on 
any statement, representation, warranty or undertaking (whether negligently or innocently made) 
other than as expressly set out in this Contract.     
 
5. Variation 
 
5.1. No variation of the Contract will be effective unless it is agreed in writing and signed by the 
authorised officers for each Party.  
 
6. General Contract Standards  
 
6.1 The Contractor will provide the Goods and/or Services during the Contract period strictly in 
accordance with the Specification, the Contract Documentation and these Contract Conditions. 
 
6.2. The Contractor will provide the Goods and/or Services with all reasonable care and skill, taking 
care so as to avoid injury to persons and damage to property, and so as to conform with all Law 
and all relevant standards and specifications, whether specified in the Specification or not.  
 
6.3 Where there is a current appropriate British Standard Specification or British Standard Code of 
Practice issued by the British Standards Institute or equivalent European standard, all Goods and/or 
Services and materials used or supplied and all workmanship will meet that standard unless the 
Authority agrees otherwise. The Goods and/or Services will comply with all applicable statutory and 
regulatory requirements relating to the purpose for which the Goods and/or Services are to be used, 
including (but not limited to) the manufacture, liability, packaging, storage, handling and delivery of 
the Goods. 
 
6.4 The Goods will be supplied in a substantial and workmanlike manner and will be of satisfactory 
quality. If the Authority has indicated (either expressly or implication) that it requires something for a 
specific purpose, it will be provided fit for that purpose. Anything described in the Contract 
Documentation or any other representation made to the Authority will comply with that description 
and anything sold by reference to a sample will be as good as or better than the sample.  
 
6.5 The Goods and/or Services will be delivered in accordance with any timetable that was stipulated 
by the Authority or formed part of the Contract Documentation. If there was no such timetable 
agreed, the Goods and/or Services will be delivered in a reasonable time unless it is implicit from the 
Contract Documentation that time is of the essence for the delivery of the Goods and/or Services.  
 
6.6 If the Contractor fails to deliver the Goods and/or Services within the time specified by the 
Authority, the Authority may release itself from any obligation to accept and pay for the Goods and/or 
Services and/or terminate the Contract, in either case without prejudice to any other rights and 
remedies of the Authority. 
 
6.7 Where the Contractor is unable to provide the Goods and/or Services on any particular date (for 
whatever reason) then the Contractor will propose an alternative date to be agreed with the 
Authority, and time will be of the essence for delivery.  
 
6.8 The Authority reserves the right to reject the alternative date proposed by the Contractor and to 
terminate the Contract immediately.  The Authority is entitled to engage an alternative Contractor to 
provide the Goods and/or Services in any event and in particular in the event of the Contractor being 
unable to offer an acceptable date. 
 
6.9 In the event the Authority terminates the Contract or engages an alternative Contractor under 
clause 6.8 above, the Authority will not be liable to pay the Contractor for the Goods and/or Services 



 

 

that the Contractor did not deliver on the specified date and will not be liable for any losses incurred 
by the Contractor. 
 
6.10 The Contractor will attend contract review meetings as reasonably required to review 
performance under this Contract. 
 
7. Supply of Goods   
 
General  
 
7.1 The Contractor will supply the Goods as stated in the Contract Documentation. The property and 
risk in such Goods will not pass to the Authority until they have been delivered to the Authority’s 
Premises and, following a reasonable time for inspection, have been accepted by the Supervising 
Officer or their authorised representative and deemed to meet quality requirements and to be fit for 
purpose.  
 
7.2 The Contractor will transfer good title to the Authority for any Goods supplied, being 
unencumbered and without any reservation to anyone else.  
 
7.3 The Authority will be under no obligation to accept or pay for any Goods delivered in excess of 
the quantity ordered.  If the Authority elects not to accept such over-delivered Goods it will give 
notice in writing to the Contractor to remove them within five Working Days and to refund to the 
Authority any expenses incurred by it as a result of such over-delivery (including but not limited to the 
costs of moving and storing the Goods), failing which the Authority may dispose of such Goods and 
charge the Contractor for the costs of such disposal.  The risk in any over-delivered Goods will 
remain with the Contractor unless they are accepted by the Authority. The Authority will be under no 
obligation to accept or pay for any Goods supplied earlier than the agreed date for delivery. 
 
7.4. The risk in any over-delivered Goods will remain with the Contractor unless they are accepted by 
the Authority in accordance with this clause. 
 
7.5 Acceptance of delivery will take place when the Supervising Officer or their authorised 
representative provides a receipt to the Contractor. 
 
7.6 No charge will be made for delivery unless agreed by the Authority.  If a third party is used to 
transport or deliver the Goods, they are agent to the Contractor and the Contractor is responsible for 
their actions or failures.  
 
7.7 The Contractor will use all reasonable efforts to minimise the use of packaging, which will be 
recoverable by the Contractor or where this is not practicable will be reusable or recyclable by the 
Authority.  
 
7.8 In the event that the Contractor is required to dispose of the Authority’s existing assets, the 
Contractor will dispose of these in accordance with the Law and must provide the Authority with 
copies of documentary evidence of legal compliance.  
 
8. Supply of Services  
 
8.1 The Contractor will ensure that the Services are performed to the highest professional standards 
and conform to any and all codes of practice, performance ratings, and quality standards as are laid 
down in the Contract Documentation or relate to the nature of the Services supplied.  
 



 

 

8.2 The Contractor will be responsible for any costs incurred in rectifying faults relating to the 
Services. 
  
8.3 The Contractor will adequately supervise the supply of the Services.  
 
8.4 The Contractor will properly manage and monitor the performance of the Services at all times, 
and immediately notify the Authority of any actual or potential problems that might affect the delivery 
of the Services. 
 
8.5 The Contractor will provide all Personnel, equipment, resources and other things as may be 
required for the provision of the Services and will maintain such equipment and other resources in a 
safe, serviceable and clean condition. 
 
9. Rejection of Goods or Services  
 
9.1 Without prejudice to any other right or remedy available to the Authority, the Authority will be 
entitled to reject any Goods and/or Services that fail to comply with the requirements of the Contract 
and the Contractor will reimburse to the Authority the price paid for such Goods and/or Services in 
full with payment of any additional expenditure reasonably incurred by the Authority in obtaining 
other Goods and/or Services in replacement, provided that the Authority uses its reasonable 
endeavours to mitigate any additional expenditure in obtaining replacement Goods and/or Services. 
 
9.2 Without prejudice to any other right or remedy available to the Authority, if so requested by the 
Authority, the Contractor will at its own cost promptly repair, replace or rectify the Goods and/or 
Services to the Authority’s reasonable satisfaction.  
 
9.3 The Contractor will immediately, at its own expense, remove such rejected Goods and/or 
Services. If the Contractor will fail to remove rejected Goods and/or Services within three (3) Working 
Days of notice requiring such removal the Authority may cause the same to be removed. The 
Authority will be at liberty to deduct all expenses incurred in such removal from any monies due or 
that may become due to the Contractor or otherwise to recover that amount from the Contractor. 
 
9.4 The Authority will have power to purchase elsewhere other Goods and/or Services as near as 
practicable to the Specification as circumstances permit in the place of Goods and/or Services 
rejected and/or considered to be of an unsatisfactory standard. The Authority will also have such 
power in circumstances where the Contractor has supplied a quantity less than that ordered and 
required unless the Contractor will immediately provide Goods and/or Services that will be sufficient 
and satisfactory. 
 
9.5 Any excess cost incurred by the Authority over the agreed Contract Price together with all 
charges and expenses arising from the purchase of such other Goods or performance of such other 
Services will be recoverable by the Authority from the Contractor.  
 
9.6 The Authority will have the option of paying a reduced price for any Goods and/or Services not of 
the specified quality or standard, or deficient in measure, according to the Authority's evaluation. 
 
10. Personnel   
 
10.1 The Contractor will ensure that its Personnel:  
 
10.1.1 have the relevant experience, training and qualifications to enable them to supply and deliver 
the Goods and/or Services to meet the requirements of this Contract and are at all times entitled to 
work in the UK:  



 

 

 
10.1.2 maintain strict discipline and good order and will not engage in behaviour or activities which 
could be contrary to or detrimental to the Authority's interests or reputation;  
 
10.1.3 where provided with details of keys, security codes or other security details, keep the same 
secure at all times and not release or disclose the same (as the case may be) other than to another 
person engaged by the Contractor in the provision of the Contract who reasonably requires the 
release or disclosure in order to perform the Contract;  
 
10.1.4 be available to the Authority, in the case of managers, either by telephone or in person, to 
discuss and manage issues concerning the provision of the Goods and/or Services during normal 
office hours on Working Days;  
 
10.1.5 are employed in sufficient numbers to ensure that the Goods and/or Services are provided at 
all times and in all respects in accordance with this Contract.  
 
10.2 The Authority reserves the right to require the removal from the Contract of any individual or 
Sub-Contractor used by the Contractor whose continued involvement in the delivery of the Services 
would in the reasonable opinion of the Supervising Officer be undesirable.  
 
10.3 Should the Authority require the involvement in the Services of any Personnel to be suspended 
or terminated in accordance with clause 10.2 above, the Contractor will provide a replacement that is 
acceptable to the Authority. The Authority will in no circumstances be liable either to the Contractor 
or to the Personnel in respect of any award, cost, expenses, liability, loss or damage occasioned by 
such removal and the Contractor will fully indemnify the Authority against any such claims made. 
 
11. Contractor’s Status  
 
11.1 In performing the Contract the Contractor will be acting as principal and not as the agent of the 
Authority.  
 
11.2 The Contractor will not in any circumstances hold itself out as being the servant or agent of the 
Authority or hold itself out as being authorised to enter into any agreement on behalf of the Authority. 
 
11.3 Nothing in this Contract will create a contract of employment, a relationship of agency or 
partnership or a joint venture between the Parties, and accordingly neither Party will be authorised to 
act in the name of, or on behalf of, or otherwise bind the other Party save as expressly permitted by 
the terms of this Contract. 
 
 
12. Publicity  
 
12.1 The Contractor will not advertise the fact that it is providing Goods and/or Services to the 
Authority under the Contract other than with the prior written permission of the Supervising Officer.  
 
 
13. Use of Authority Premises  
 
13.1 The Authority may, during the period of the Contract, permit the Contractor to use, free of 
charge, such storage space, office facilities and equipment of the Authority as may from time to time 
be designated by the Authority for use by the Contractor. In such an event, the Parties agree that 
there is no intention on the part of the Authority to create a tenancy of whatsoever nature in favour of 
the Contractor or their staff. The Authority can revoke this permission at any time. 



 

 

 
13.2 The Contractor will comply with all reasonable security requirements of the Authority while on 
the Authority’s Premises and will ensure that its Personnel, agents and Sub-Contractors will likewise 
comply with such requirements.  
 
13.3 The Contractor will use its best endeavours to ensure that access to the Authority’s Premises is 
restricted to its Personnel and essential visitors engaged upon or in connection with the delivery of 
the Goods and/or Services. 
 
14. Supervising Officer  
 
14.1 The Authority will appoint a Supervising Officer and will notify the Contractor of the identity and 
contact details of such person and will also notify the Contractor of all others authorised to act on 
behalf of or in place of the Supervising Officer.  
 
15. Quality Monitoring  
 
15.1 The Authority may monitor the performance of the Contractor by any means which are practical 
and reasonable. 
 
15.2 The Contractor will have effective management information systems in place to provide such 
information at the request of the Authority.   
 
15.3 The Contractor will ensure that a suitable member of the Contractor’s Personnel attends 
periodic contract review meetings, together with such other meetings as are reasonably required by 
the Authority in relation to the Contract.  The Contractor will be responsible for its own costs in 
attending any such meeting.  
 
15.4 The Authority may inspect the supply of the Goods and/or Services at any time. 
 
16. Purchase Orders and Payments  
 
16.1 The Authority will provide the Contractor with an official Purchase Order, in advance, for the 
supply of the Goods and/or Services. The official order number must be quoted on all invoices. No 
Goods and/or Services will be supplied unless the Authority has issued the Contractor with an official 
Purchase Order. No payment will be made or liability accepted by the Authority in respect of Goods 
and/or Services supplied other than in accordance with this clause.  
 
16.2 Where estimated quantities required are listed in the Invitation to Tender or other documents, 
such estimated quantities are provided as a guide only.  The Contractor acknowledges that the 
Authority does not guarantee the quantities ordered. 
 
16.3 An invoice accompanied by Supporting Documentation will be submitted by the Contractor to 
the Supervising Officer, in arrear, either on completion of the order or, if expressly agreed by the 
Authority, at the end of each month of the Contract period and thereafter until all Goods and/or 
Services have been supplied. The invoice will identify clearly identify:  
 
16.3.1 the value identified in the Tender, Quote or Contract Price Schedule, as relevant, of the 
Goods and/or Services, provided in accordance with the Contract Documentation;  
 
16.3.2 the calculation of the matters in 16.3.1; 
 
16.3.3 the official order number. 



 

 

 
16.4 The Authority will pay to the Contractor the amount properly due to the Contractor under the 
terms of this Contract within thirty (30) days of receipt of a valid undisputed invoice and Supporting 
Documentation. The Contractor is required to ensure that any contract it has with a sub-contractor to 
provide the Goods and/or Services states that payment will be made by the Contractor to its sub-
contractor within thirty (30) days of receipt of a valid undisputed invoice and this condition is required 
to be continued down the supply chain.  
 
16.5 Payment will be made through the Bank Automated Clearing System (BACS) and the 
Contractor will provide the Authority with bona fide bank details prior to commencement of the 
Contract to enable the Authority to make such payments. 
 
16.6 The Contract Price will be inclusive of all costs, expenses and overheads but exclusive of VAT 
which will be charged at the prevailing rate. 
 
16.7 If the Authority intends to withhold all or any part of a payment it will give reasonable notice to 
the Contractor to that effect, which notice will specify the amount proposed to be withheld and the 
grounds for doing so. 
 
16.8 The Contract Price is fixed for the duration of the Contract unless specified otherwise by the 
Authority. 
 
16.9 Should the Contractor consider it has a compelling case for an increase in the Contract Price it 
may seek to discuss it with the Authority having first submitted detailed evidence for the increase and 
transparent open book calculations demonstrating how such increase has been calculated.  Any 
request for an increase in the Contract Price shall be subject to three months’ notice in writing.  
 
16.10 For the avoidance of doubt, the Authority does not commit to agree to any increase in the 
Contract Price and will not be obliged to pay any increase in the Contract Price which they have not 
agreed.  The parties agree that the continued provision of the Goods and/or Services does not imply 
the Authority’s agreement to an increase in the Contract Price.  The Contractor agrees to obtain the 
prior written agreement of the Authority to any increase in the Contract Price and as to when such 
increase, if agreed, is implemented.    
 
17. Force Majeure  
 
17.1 Neither Party will be liable for any delay in, or non-performance of, any obligation under this 
Contract (other than the payment of money) caused by an event beyond the reasonable control 
of that Party including but not limited to acts of God, war, sanctions, explosion, fire, strike, flood, 
riot, pandemic, epidemic or civil commotion or any act or omission of the other Party, or a force 
majeure event affecting a supplier, Sub-Contractor or a third party. 
 
17.2 In the event such circumstances persist beyond a reasonable period given the nature of the 
event and its effect on the obligations under this Contract, then the other Party will have the right, for 
so long as the circumstances which prevent performance continue, to terminate this Contract by 
giving not less than thirty Working Days' written notice to the other Party. 
 
18. Assignment and Sub-Contracting  
 
18.1 This Contract and all rights under it may be assigned or transferred by the Authority.  
 
18.2 The Contractor may not assign or sub-contract any of its rights or duties under this Contract 
without the prior written approval of the Supervising Officer. 



 

 

 
18.3 Any such permitted transfer, assignment or sub-contracting will be on the same terms as this 
Contract, unless otherwise agreed by the Parties. 
 
18.4 Sub-contracting any part of this Contract will not relieve the Contractor of any obligation or duty 
attributable to the Contractor under this Contract. 
 
18.5 The Contractor will be responsible for the acts and omissions of its Sub-Contractors as though 
they are its own. 
 
18.6 At the Authority’s request, the Contractor will terminate any Sub-Contracts if a Sub-Contractor 
or its affiliates embarrasses or brings into disrepute or diminishes the public trust in the Authority.  
 
19. Health and Safety  
 
19.1 The Contractor will, at all times, in the provision of the Goods and/or Services, comply with the 
requirements of the Health and Safety at Work etc. Act 1974 as amended and any other legal 
provisions pertaining to the health and safety of its Personnel, the Authority’s employees and others 
who may be affected by its performance of this Contract.  
 
19.2 The Contractor will promptly notify the Authority of any health and safety hazards which may 
arise in connection with the performance of its obligations under the Contract.  
 
19.3 Whilst on the Authority’s Premises, the Contractor’s Personnel, agents and Sub-Contractors will 
comply with the Authority’s health and safety policy from time to time in force and all rules and 
regulations notified to the Contractor by the Authority from time to time relating to such Premises. 
 
19.4 The Contractor will notify the Authority immediately in the event of any incident occurring in the 
performance of its obligations under the Contract on the Authority’s Premises where that incident 
causes any personal injury or damage to property which could give rise to personal injury. 
 
19.5 The Contractor will ensure that its health and safety policy statement (as required by the Health 
and Safety at Work Act etc.1974 as amended) is made available to the Authority on request. 
 
19.6 The Authority is empowered to suspend the provision of the Goods and/or Services or part 
thereof in the event of non-compliance by the Contractor with its legal duties in health and safety 
matters.  The Contractor will not resume provision of the Goods and/or Services or such part until 
the Authority is satisfied that the non-compliance has been rectified. 
 
20. Equal Opportunities  
 
20.1 The Contractor will at all times operate a policy of equal opportunity in staffing, recruitment 
and service delivery.  The Contractor will be required to forward a copy of this policy to the 
Authority when required and demonstrate its operation in the performance of the Services. 
 
20.2 The Contractor will not unlawfully discriminate in the provision of the Services either directly 
or indirectly on such grounds as race, colour, ethnic or national origin, culture and linguistic 
background,  disability, gender or sexual orientation, pregnancy  and maternity, gender 
reassignment,  marriage and civil partnership, religion or belief or age and, without prejudice to 
the generality of the foregoing, will not unlawfully discriminate  within the meaning and scope of 
the Equality Act 2010 or other Law. 
 



 

 

20.3 The Contractor will take all reasonable steps to secure the observance of this clause by all 
Personnel engaged in the Services. 
 
21. Environment  
 
21.1 The Contractor will operate in an environmentally conscious manner and in accordance with the 
Law, taking into consideration the impact of its activities and operations on the environment and 
actively seek to minimise or eliminate those impacts.  
 
21.2 The Contractor and its Personnel will cooperate with the Authority’s officers over the 
implementation of the Authority’s Environmental Policy and Action Plan, including the provision of 
data and information to enable the Authority to monitor, track and report on its activities.  
 
22. Intellectual Property  
 
22.1 All and any intellectual property rights developed under the Contract or arising from the 
provision of Goods and/or Services by the Contractor will belong to the Authority and the Contractor 
agrees that it will execute or cause to be executed all deeds, documents and acts required to vest 
such intellectual property rights in the Authority.  
 
22.2 The Contractor will not, in connection with the performance of the Contract, use, manufacture, 
supply or deliver any process, article, matter or thing, the use, supply or delivery of which would 
constitute an infringement of any third party intellectual property rights.  The Contractor will indemnify 
the Authority in respect of any loss arising from the infringement of any third party intellectual 
property rights.  
 
22.3 The Contractor will not use the Authority’s logo or any of the Authority’s intellectual property 
rights without the Authority’s prior written consent.   
 
23. Data Protection  
 
23.1 The Contractor agrees to comply with the provisions of the Special Condition relating to Data 
Protection should the delivery of the Services include the use of Personal Data. 
 
24. Fraud and Corruption and the Bribery Act 2010 
 
24.1 The Contractor will operate a policy which complies with statutory obligations under the Bribery 
Act 2010. 

24.2 The Contractor will have in place and operate proportionate procedures to risk assess and 
mitigate the bribery risks that it may face and will conduct due diligence when engaging Personnel, 
consultants, representatives, agents and Sub-Contractors, in local and overseas markets, 
communicate and train its staff on their obligations and regularly monitor and review the 
effectiveness of the practices in place.  
 
24.3 The Authority will be entitled to terminate the Contract with immediate effect and to recover from 
the Contractor the amount of any loss resulting from such termination if: 
 
24.3.1 The Contractor has offered, given or agreed to give any person any gift or consideration of 
any kind to act as an inducement or reward for doing or not doing or for having done or not done any 
action in relation to the obtaining or execution of the Contract or any other contract with the Authority; 
or 
   



 

 

24.3.2 The Contractor shows favour or disfavour to any person in relation to the Contract or any 
other contract with the Authority; and.   
 
24.3.3  If the like acts have been done by any person employed by it or acting on its behalf (whether 
with or without the knowledge of the Contractor), or if in relation to any contract with the Authority the 
Contractor or any person employed by it or acting on its behalf has committed any offence under the 
Bribery Act 2010 or has given any fee or reward the receipt of which is an offence under sub-section 
(2) of Section 117 of the Local Government Act 1972.  
 
24.4 The Contractor will provide the Authority, on request, with evidence of compliance with statutory 
obligations under the Bribery Act 2010.  
 
25. Conflicts of Interest  
 
25.1 The Contractor will operate a system for dealing with potential conflicts of interest. The 
Contractor will take appropriate steps to ensure that neither the Contractor nor any of its Personnel is 
placed in a position where, in the reasonable opinion of the Authority, there is or may be an actual 
conflict, or a potential conflict, between the pecuniary or personal interests of the Contractor and the 
duties owed to the Authority under the provisions of the Contract. The Contractor will disclose to the 
Authority full particulars of any such conflict of interest which may arise.  
 
26. Freedom of Information  
 
26.1 The Contractor acknowledges that the Authority is subject to the requirements of the Freedom 
of Information Act 2000 and the Environmental Information Regulations 2004 and will assist and co-
operate with the Authority (at the Contractor’s expense) to enable it to comply with its information 
disclosure requirements. 
 
26.2 The Contractor will (and will procure that its Sub-Contractors will): 
 
26.2.1 Transfer all requests for information to the Authority as soon as practicable after receipt and in 
any event within two Working Days of receiving a request for information, 
 
26.2.2 Provide the Authority with a copy of any information in its possession or power in the form that 
the Authority requires within five Working Days of the Authority requesting it; and 
 
26.2.3 Provide all necessary assistance as reasonably requested by the Authority to enable the 
Authority to respond to a request for information within the time for compliance set out in Section 10 
of the Act or Regulation 5 of the Environmental Information Regulations 2004. 
 
26.3 The Authority will be responsible for determining at its absolute discretion whether the 
Commercially Sensitive Information and/or any other information: 
 
26.3.1 is exempt from disclosure in accordance with the provisions of the Code of Practice on the 
Discharge of Public Authorities’ Functions under Part 1 of the Act or the Environmental Information 
Regulations; or 
 
26.3.2 is to be disclosed in response to a request for information; and 
 
26.3.3 in no event will the Contractor respond directly to a request for information unless expressly 
authorised to do so by the Authority. 
 



 

 

26.4 The Contractor acknowledges that the Authority may, acting in accordance with the Code of 
Practice on the Discharge of Public Authorities’ Functions under Part 1 of the FOIA or under the 
Environmental Information Regulations, be obliged to disclose information: 
 
26.4.1 without consulting the Contractor; or 
 
26.4.2 following consultation with the Contractor and having taken its views into account. 
 
26.5 The Contractor will ensure that all information produced in the course of the Contract is retained 
for disclosure and will permit the Authority to inspect such records as requested from time to time. 
 
26.6 The Contractor acknowledges that any lists or schedules provided by it outlining Commercially 
Sensitive Information are of indicative value only and that the Authority may nevertheless be obliged 
to disclose Confidential Information in accordance with clause 26.4.         
 
27. Confidentiality  
 
27.1 The Contractor, its Personnel and any other person associated with the Contractor will keep 
confidential all Confidential Information that it may acquire in relation to the other Party. 
 
27.2 The Contractor will not use or disclose the Authority’s Confidential Information, without prior 
written consent, except to persons and for the purpose of performing this Contract or where disclosure 
is expressly permitted under this Contract. 
 
27.3. The Contractor will only use the Authority’s Confidential Information for the purposes of this 
Contract. 
 
27.4 The Contractor will take reasonable steps to ensure the Authority’s Confidential Information 
is only given to its Personnel, professional advisors or consultants as strictly necessary for the 
performance of this Contract.  The Contractor will ensure its Personnel, professional advisors or 
consultants are aware of the Contractor’s confidentiality obligations under this Contract. 
 
27.5 The obligations on the Contractor set out in clauses 27.1 to 27.4 will not apply to any Confidential 
Information which: 
 
27.5.1 the Contractor can demonstrate is or becomes public knowledge otherwise than by Default 
under this Contract; 
 
27.5.2 is in the possession of the Contractor without restriction in relation to disclosure before the 
date of receipt; 
 
27.5.3 is received from a third party who lawfully acquired it and who is under no obligation 
restricting its disclosure; 
 
27.5.4 is independently developed without access to the Confidential Information; 
 
27.5.5 is required to be disclosed pursuant to a statutory, legal  or parliamentary obligation placed 
upon the Contractor , including any requirements for disclosure under the Freedom of Information 
Act 2000. 
 
27.6 The Contractor will ensure that its Personnel are aware of the Authority’s confidentiality 
obligations under this Contract. 
 



 

 

27.7 This clause will survive termination or expiry of this Contract for six years. 
 
28. Transparency Requirements 
 
28.1 The Contractor hereby confirms that it: 
 
28.1.1 understands that the Authority routinely publishes local spending data in relation to invoices, 
grant payments, expenses payments and other transactions over £500, including details of contracts 
and tenders over £500, in accordance with the Local Government Transparency Code 2015; and. 
 
28.1.2 agrees that the Authority may therefore publish details of the Contract and will comply with 
any reasonable request from the Authority in order to assist the Authority in complying with its 
transparency obligations. 
 
29.  TUPE, Information on Re-Tendering and Migration of Services  
 
29.1 If requested to do so by the Supervising Officer, the Contractor will, at its own expense, provide 
to the Authority any and all relevant information to permit the Authority to prepare the necessary 
documentation in respect of any subsequent tendering or re-tendering of the Goods and/or Services. 
The information required will be sufficient to enable the Authority to meet its legal obligations and to 
obtain the best value for money reasonably obtainable in a tendering exercise.  
 
29.2 The Contractor will promptly provide to the Authority or any subsequent provider of the Goods 
and/or Services (as appropriate) such information and records as it will reasonably require to ensure 
a smooth transition and continued efficient provision of the Goods and/or Services to the Authority by 
a subsequent provider. At the end of the Contract period all records and documents relating to the 
provision of the Goods and/or Services will vest in the Authority.  
 
29.3 The Contractor will at no cost to the Authority co-operate fully with the Authority to ensure an 
orderly migration of the services or replacement services to the Authority, or, at the Authority’s 
request, to a new service provider.  
 
29.4 Where it has been identified that Transfer of Undertakings (Protection of Employment) 
Regulations 2006 (TUPE) may apply on the migration to a new contractor of the Services under the 
Contract, the Contractor will, at its own expense, promptly provide to the Authority on written request 
any and all relevant and accurate information as the Authority may reasonably require at any time 
during the tendering exercise in relation to Personnel of the Contractor engaged in performing the 
Contract.  
 
29.5 If TUPE applies on termination or expiry of this Contract, the Contractor agrees to indemnify the 
Authority fully against all losses arising from or relating to the provision of the information provided 
under clause 29.4 and/or any claim by any Contractor Personnel or other personnel claiming to be 
an employee of the Contractor on the date upon which the Contract is terminated or expires arising 
out of their employment whether such claim arises before or after the TUPE transfer date. 
 
29.6 The provisions of this clause will survive the termination or expiry of the Contract for a period of 
six years. 
 
30. Assistance in Legal Proceedings  
 
30.1  If requested to do so by the Supervising Officer, the Contractor will co-operate fully with the 
Authority (including, but not limited to the provision of documentation and statements from 
Personnel) in connection with any legal proceedings, ombudsman enquiries, inquiry, arbitration 



 

 

tribunal or court proceedings in which the Authority may become involved, or any relevant 
disciplinary hearing internal to the Authority, arising out of the provision of the Goods and/or 
Services, and the Contractor will if requested by the Supervising Officer give evidence in such 
inquiries, arbitration, proceeding or hearings.  

31. Insurance, Liability and Indemnities  

31.1 Neither Party excludes or limits liability to the other party for death or personal injury caused by 
its negligence, fraud, fraudulent misrepresentation or any breach of any obligations implied by 
section 2 of the Supply of Goods and Services Act 1982 or section 12 of the Sale of Goods Act 1979.  

31.2The Contractor shall effect and maintain a valid policy or policies of employer’s liability insurance 
at an adequate level of indemnity to cover all risks which may be incurred by the Contractor in the 
delivery of the Contract, but with a minimum level of indemnity of £5 million, for any one claim in 
respect of all sums the Contractor is found legally liable to pay for injury, illness or disease suffered 
by any Personnel of the Contractor acting in the course of their duties;   
 
31.3 The Contractor shall indemnify and keep indemnified the Authority from and against any liability, 
loss, claim or proceedings whatsoever arising under any statute or at common law in respect of 
personal injury to or the death of any person howsoever arising out of, or in the course of, or caused 
by the performance (or non-performance) of the Contract, and from and against any action, claims, 
demands, damages, loss, costs or expenses whatsoever or howsoever which may be brought 
against the Authority or which the Authority may be called upon to pay arising out of or in connection 
with the Contractor’s breach, Default by the Contractor relating to any applicable Law, negligent 
performance, or failure or delay in performance, or failure or delay in performance of the contract by 
the Contractor, its Personnel, agents or subcontractors unless caused by the negligence of the 
Authority or its employees.  

31.4 The Contractor shall effect and maintain with a reputable insurance company professional 
indemnity insurance, product liability insurance and public liability insurance to provide an adequate 
level of cover in respect of all risks which may be incurred by the Contractor, arising out of the 
Contractor’s performance of its obligations under the Contract.  

31.5 The Contractor shall not be responsible for any injury, loss, damage, cost or expense if and to 
the extent that it is caused by the negligence or wilful misconduct of the Authority or by breach by the 
Authority of its obligations under the Contract.  

31.6 Subject to clauses 31.1 and 31.3, neither Party will be liable to the other in any event for any 
loss of profits, turnover, business opportunities, damage to goodwill or anticipated savings and/or 
indirect or consequential loss or damage. 

31.7 The requirements imposed by this clause 31 shall continue in full force and effect and be 
enforceable by the Authority for a minimum period of twelve (12) months (or as agreed by the 
Parties) after the Contract Period has expired or after termination of the Contract for whatever 
reason. 

31.8 The Contractor shall indemnify the Authority against all liabilities, costs, expenses, damages 
and losses suffered or incurred by the Authority arising out of or in connection with the breach of the 
Data Protection Legislation.  The liability of the Contractor under this clause shall be unlimited.  

31.9 Nothing in this clause 31 shall act to reduce or affect a Party's general duty to mitigate its loss. 

32. Notices  
 
32.1 Any notice to be given under this Contract will be in writing and will be hand delivered or sent by 
first class mail to the usual business/registered address of the Contractor and the Authority at the 



 

 

date this Contract is entered into or such other address as that Party may from time to time notify to 
the other Party in accordance with this clause. 
 
32.2 Provided the notice sent as above is not returned as undelivered it will be deemed to have been 
received: 
 
32.2.1 if delivered by hand before 4pm on a Working Day, at the time of delivery, otherwise receipt 
will be deemed to occur at 9am on the next following Working Day; or 
 
32.2.2 if delivered by first class inland mail, two Working Days after the day of posting.  
 
32.3 In proving the giving of a notice, it will be sufficient to prove that the notice was left or that the 
envelope containing the notice was properly addressed and posted. 
 
32.4 For the purposes of this clause “writing” will not include email. 
 
32.5 For the avoidance of doubt, this Clause does not apply to the service of any proceedings or 

        other documents in any legal action, or where applicable, any arbitration or other method of   
        dispute resolution. 

 
33. Business Continuity Plan and Disaster Recovery 
  
33.1 The Contractor will ensure that a disaster recovery plan, acceptable to the Authority, is in place 
for its own organisation, premises and operations for the duration of the Contract.  
 
33.2 The Contractor will ensure, and demonstrate on request by the Authority, that business 
continuity plans, acceptable to the Authority, are in place to ensure the continued supply of Goods 
and/or Services to the Authority, to ensure minimum disruption in the provision of the Goods and/or 
Services in the event of a major incident affecting its ability to provide the Goods and/or Services, for 
the duration of the Contract at no extra cost to the Authority, according to the quality and timelines 
specified within the Contract  
 
33.3 The Contractor will provide the Authority, on request, with a copy of its disaster recovery and 
business continuity plans.  
 
33.4 The Authority reserves the right to request evidence of testing of the plans and to require review   
and/or amendment of the plans and any other contingency arrangements to meet the Authority’s 
requirements and in any event the Contractor will review the plans as a minimum every six months. 
 
34. Audit 
 
34.1 The Contractor will keep and maintain until six years after the Contract has been completed full 
and accurate records of the Contract including the Goods and/or Services provided under it, any 
expenditure reimbursed by the Authority and any payments made by the Authority. 
 
34.2 The Contractor will on reasonable notice afford the Authority such access to those records as 
may be required by the Authority in connection with the Contract.   
 
35. Dispute resolution  
 
35.1 In the event that any disagreement or difference of opinion arises out of this Contract, the 
matter will be dealt with in accordance with this clause.  
 



 

 

35.2 The Contractor and the Supervising Officer will meet to seek resolution.  In the event that they 
do not meet within ten Working Days of the date on which either Party convenes a meeting to 
resolve the matter, or should they not be able to resolve the matter within ten Working Days of the 
first meeting, the matter will be promptly referred by either Party to the next level of management 
within the respective organisations. 
35.3 If within fourteen Working Days of the matter having been referred to the next level of 
management no agreement has been reached as to the matter in dispute, the Parties will thereafter 
seek to determine the matter by adopting the procedure below.  
 
35.4 If the dispute remains unresolved after the above process has been followed, the dispute will 
then be referred to mediation. Mediation will take place through a recognised mediation provider, 
such as ACAS, as agreed by both Parties. Neither Party will seek to refer the dispute to the courts 
unless the mediation process fails to resolve the dispute.  
 
35.5 The provisions contained in this clause 35 will survive the expiry or termination of this Contract 
for an indefinite period.  
 
36. Termination 
  
36.1 This Contract will terminate at the end of the Contract period unless terminated earlier by either 
Party giving not less than three (3) months’ notice in writing, or such other period as may be agreed 
in writing by the Parties.  
 
36.2 Without prejudice to any other rights and remedies it may possess the Authority will be entitled 
immediately upon the happening of any of the following events to terminate this Contract by notice in 
writing, such events being:  
 
36.2.1 discovery of a material misrepresentation by the Contractor during the tendering process:  
 
36.2.2 persistent (i.e. at least three) minor breaches of the Contract by the Contractor which shall 
constitute a Default;  
 
36.2.3 the Contractor having failed to deliver a substantial part of the Goods and/or Services or 
having committed any other Default which in the reasonable opinion of the Supervising Officer 
justifies termination of the Contract;  
 
36.2.4 the Contractor suffering any distress or process of execution to be levied on its Goods and/or 
Services;  
 
36.2.5 the Contractor consists of one or more individuals, any one of them committing any act of  
bankruptcy or having a bankruptcy order made against them;  
 
36.2.6 the Contractor entering into (whether an individual or a body corporate) any arrangement, 
agreement or composition with and for the benefit of its creditors (including a voluntary arrangement 
under the provisions of the Insolvency Act 1986);  
 
36.2.7 the Contractor consists of a body corporate, the Contractor or its parent company having a 
winding-up order made or (except for the purpose of amalgamation or reconstruction) a resolution 
passed for voluntary winding-up;  
 
36.2.8 the Contractor having an application made for the appointment of an administrator, 
administrative receiver or receiver having been appointed over the whole or any part of its business 



 

 

and/or assets; or having a provisional liquidator, receiver or manager of the whole or any part of its 
business appointed;  
 
36.2.9 the Contractor having possession taken of any of its property comprised in a floating charge 
by or on behalf of the holders of any debentures secured by the floating charge. 
 
36.3 The Authority will be entitled to give notice to terminate the Contract with immediate effect if any 
of the following grounds apply: 
 
36.3.1 Where the Contract has been subject to a substantial modification that constitutes a new 
Contract award; 
 
36.3.2 Where it is discovered after Contract award that the Contractor should have been excluded on 
one of the mandatory exclusion grounds in regulation 57(1) of the Public Contracts Regulations 
2015; 
 
36.3.3 Where any relevant court has declared a serious infringement by the Authority meaning that 
the Contract should not have been awarded by the Authority to the Contractor; 
 
36.4 The Authority is entitled to terminate this Contract with immediate effect by notice in writing to 
the Contractor if the Contractor commits any serious or persistent Default, which shall include any 
breach of obligations to comply with the Law and, in the case of a Default capable of being remedied, 
shall have failed within a reasonable time after the receipt of a written request to remedy the Default, 
such request to contain a warning of the intention to terminate.  
 
36.5 Termination of the Contract for any reason will not affect any rights which have accrued to either 
Party at the date of termination.  
 
36.6 The provisions contained in this clause 36 will survive the expiry or termination of this Contract 
howsoever caused and will continue thereafter in full force and effect.  
 
37. Severability  
 
37.1 If any part of the Contract is found by a court of competent jurisdiction or other competent 
authority to be invalid, unlawful or unenforceable then such part will be severed from the remainder 
of the Contract which will continue to be valid and enforceable to the fullest extent permitted by Law.  
 
38. Waiver  
 
38.1 The failure of either Party to insist upon strict performance of any provision of the Contract, or 
the failure of either Party to exercise, or any delay in exercising, any right or remedy will not 
constitute a waiver of that right or remedy and will not cause a diminution of the obligations 
established by the Contract. 
 
38.2 No waiver will be effective unless it is expressly stated to be a waiver and communicated to the 
other Party in writing in accordance with clause 32.  
 
39. Applicable Law  
 
39.1 The Contract will be governed by and construed in accordance with English Law and each Party 
agrees to submit to the exclusive jurisdiction of the English courts. 
 
40. Survival of Terms  



 

 

 
40.1 With the exception of clauses 22, 23, 26, 27, 29, 30, 31 and 36 or where otherwise expressly 
provided, no term will survive expiry or termination of this Contract. 
 
41. Variation Procedure 
 
41.1 The Authority may, or where in its sole and absolute discretion it decides to, having been 
requested to do so by the Contractor, request a variation to this Contract provided always that such 
variation does not amount to a material change of this Contract within the meaning of the Law. Such 
a change once implemented is hereinafter called a "Variation". 

41.2 The Authority may request a Variation by completing, signing and sending a variation request to 
the Contractor giving sufficient information for the Contractor to assess the extent of the proposed 
Variation and any additional cost that may be incurred. 

41.3 The Contractor will respond to the Authority’s variation request within the time limits specified. 
Such time limits will be reasonable and ultimately at the discretion of the Authority having regard to 
the nature of the proposed Variation. 

41.4 In the event that: 

41.4.1 the Contractor is unable to agree to or provide the Variation; and/or 
 
41.4.2 the Parties are unable to agree a change to the Contract that may be included in a request for 
a Variation or may be required in response to it, the Authority may agree to continue to perform its 
obligations under this Contract without the Variation; or terminate this Contract in accordance with 
clause 36. 
 
42. Right of Set-Off  
 
42.1 Without prejudice to any other rights and remedies available to it, the Authority will be entitled to 
set off all or any of its liabilities to the Contractor against all or any of the Contractor’s liabilities to it 
and any liability, damage, loss, charge or expense which the Authority has incurred in consequence 
of any Default by the Contractor under the Contract. 
 
43. Recovery of Sums Due 
 
43.1 Wherever any sum of money is recoverable from or payable by the Contractor the Authority 
may unilaterally deduct that sum from any sum then due or which at any later time may become due 
to the Contractor under any other contract with the Authority. 
 
43.2 The Contractor will make any payments due to the Authority without any deduction whether by 
way of set-off, counterclaim, discount, abatement or otherwise unless the Contractor has a valid 
court order requiring an amount equal to such deduction to be paid by the Authority to the 
Contractor. 
 
44. Change in Law    
 
44.1 The Contractor will neither be relieved of its obligations under the Contract nor be entitled to an 
increase in the Contract Price as a result of a change in Law if the change and its effect are known at 
the Commencement Date. 
 
44.2 If a change in Law occurs or is shortly to occur which will significantly affect the provision of the 
Goods and/or Services or the cost of doing so, the Contractor will notify the Authority to express an 
opinion of the likely effects of the change including: 



 

 

 
44.2.1 whether any change is required to the Goods and/or Services, the Contract Price or the 
Contract; and 
 
44.2.2 whether the Contractor requires any relief from compliance with its obligations. 
 
44.3 If the Parties agree upon the effects of the change in Law and any financial consequences such 
agreement will be implemented through the variation provisions of clause 41. 
 
44.4 In the case of any dispute arising under this clause, the matter will be resolved in accordance 
with clause 35. 
 
45. Modern Slavery Act 2015  

45.1 The Contractor warrants and undertakes that in performing its obligations under the terms of 
this Contract, it will: 
 
45.1.1 comply with the Modern Slavery Act 2015; and  
 
45.1.2 not engage in any activity, practice or conduct that would constitute an offence under the 
Modern Slavery Act 2015; and 
   
45.1.3 include in its subcontracting arrangements provisions that are at least as onerous as those set 
out in this clause 45, 
 
45.2 The Contractor warrants that neither it nor any of its officers, Personnel, agents or Sub-
Contractors has: 
 
45.2.1. committed an offence under the Modern Slavery Act 2015 (‘a MSA Offence’); or 
 
45.2.2. been notified that it is subject to an investigation relating to an alleged MSA Offence or 
prosecution under the Modern Slavery Act 2015; or 
 
45.2.3. is aware of any circumstances within its supply chain that could give rise to an investigation 
relating to an alleged MSA offence or prosecution under the Modern Slavery Act 2015.  
 
46. IR35 Rules and Employment Status 
 
46.1 The Contractor agrees to notify the Authority as soon as reasonably practicable in the event of a 
change in the employment status of the Contractor during the period of the Contract within the 
meaning of Part 2 Chapter 8 of the Income Tax (Earnings and Pensions) Act 2003 (‘the IR35 Rules’) 
and to provide all such information regarding the same as may be reasonably requested by the 
Authority. 
      
46.2 The Contractor will indemnify the Authority fully against all claims, proceedings, actions, 
damages, legal costs, expenses and other liabilities arising from the Contractor’s failure to comply 
with Clause 46.1. 
 
47. Whistleblowing Policy 
 
47.1 The Contractor is expected to act in the spirit of the Authority’s Whistleblowing (Confidential 
Reporting) Procedure, which is available on the Authority’s website, to the extent that the provisions 



 

 

of such are not contrary to any equivalent policy of the Contractor, and to respect the principles 
contained therein.  This policy will be an issue for discussion on monitoring visits. 
 
48. Warranties 
 
48.1 The Contractor warrants and represents to the Authority that: 

48.1.1 it has the full capacity and authority to enter into and perform this Contract and that the      
Contract is executed by a duly authorised representative of the Contractor; 
 
48.1.2 it will deliver the Goods and/or Services using reasonable care and skill with suitably qualified 
Personnel, to a standard which conforms to generally accepted industry standards and practice; 
 
48.1.3 it will use all reasonable endeavours to deliver the Goods and/or Services in accordance with 
this Contract and that the Goods and/or Services will be in accordance in all material respects with 
the requirements of the Contract Conditions and the Contract Documentation; 
 
48.1.4 the Contractor’s Personnel will have the necessary skills, professional qualifications and 
experience to deliver the Goods and/or Services in accordance with the Contract Conditions, 
Contract Documentation and industry standards and practice, the Contractor being responsible for all 
costs, fees, expenses and charges required for the Contractor to deliver the Goods and/or Services; 
 
48.1.5 it has obtained all necessary and required licences, consents and permits to deliver the 
Goods and/or Services; 
 
48.1.6 it is not in default in the payment of any due and payable taxes or in the filing, registration or 
recording or any document or under any legal or statutory obligation or requirement which default 
might have a material adverse effect on its business, assets or financial condition or its ability to 
observe or perform its obligations under the Contract; 
 
48.1.7 as at the Commencement Date, all information, statements and representations contained in 
its tender (if relevant) are true, accurate and not misleading save as may have been specifically 
disclosed in writing to the Authority prior to the execution of this Contract and it will promptly advise 
the Authority of any fact, matter or circumstance of which it may become aware which would render 
any such information, statement or representation to be false or misleading; 
 
48.1.8 no claim is being asserted and no litigation, arbitration or administrative proceeding is 
presently in progress or, to the best of its knowledge and belief, pending or threatened against it or 
any of its assets which will or might affect its ability to perform its obligations under this Contract.     
 
48.2 Each of the Parties acknowledges that in entering into this Contract it does not do so in reliance 
on any representation, warranty or other provision except as expressly provided in this Contract and 
any Clauses, warranties or other terms implied by statute, common law or custom and practice are 
excluded from this Contract to the fullest extent permitted by Law. 

 
 
 
 
 
 
 
 
 



 

 

 
 
 
 
 
 
 
 
Special Condition (to be used if Contractor is processing the Authority’s Personal Data or if 
both Parties are Controllers in respect of Personal Data under the Contract) 
 
Relevant definitions are set out under Clause 1. ‘Definitions and Interpretation’ of these 
Standard Terms 
 
1.  Data Protection 
 
1.1  The Parties acknowledge that for the purposes of Data Protection Legislation, the Authority’s 

the Controller and the Contractor is the Processor. The only processing that the Processor is 
authorised to do is listed in Schedule [X] by the Controller and may not be determined by the 
Processor. The term “processing” and any associated terms are to be read in accordance 
with Article 4 of the UK GDPR. 
 

1.2 The Processor shall notify the Controller immediately if it considers that any of the Controller's 
instructions infringe Data Protection Legislation. 
 

1.3 The Processor shall provide all reasonable assistance to the Controller in the preparation of 
any Data Protection Impact Assessment prior to commencing any processing.  Such assistance 
may, at the discretion of the Controller, include: 

(a) a systematic description of the envisaged processing operations and the 
purpose of the processing; 

 
(b) an assessment of the necessity and proportionality of the processing 
operations in relation to the Services; 

 
(c) an assessment of the risks to the rights and freedoms of Data Subjects; and 

 
(d) the measures envisaged to address the risks, including safeguards, 
 security measures and mechanisms to ensure the protection of Personal Data. 

 
1.4 The Processor shall, in relation to any Personal Data processed in connection with its 

obligations under this Contract: 
 
(a) process that Personal Data only in accordance with Schedule [X], unless the Processor is  
required to do otherwise by Law. If it is so required, the Processor shall promptly notify the 
Controller before processing the Personal Data unless prohibited by Law; 

 
(b)  ensure that it has in place Protective Measures, which are appropriate to protect against  
a Data Loss Event, which the Controller may reasonably reject. In the event of the Controller 
reasonably rejecting Protective Measures put in place by the Processor, the Processor must 
propose alternative Protective Measures to the satisfaction of the Controller. Failure to reject 
shall not amount to approval by the Controller of the adequacy of the Protective Measures. 
Protective Measures must take account of the: 



 

 

 
(i) nature of the data be protected; 

 
(ii) harm that might result from a Data Loss Event; 

 
(iii) state of technological development; and 

 
(iv) cost of implementing any measures; 

 
(c)  ensure that: 

 
(i) the Processor Personnel do not process Personal Data except in 

 accordance with this Contract (and in particular Schedule X); 
 

(ii) it takes all reasonable steps to ensure the reliability and integrity of any Processor     
Personnel who have access to the Personal Data and ensure that they: 

 
(A) are aware of and comply with the Processor’s duties under this 
clause; 

 
(B) are subject to appropriate confidentiality undertakings with the 
Processor or any Sub-processor; 

 
(C) are informed of the confidential nature of the Personal Data and 

   do not publish, disclose or divulge any of the Personal Data to any 
   third party unless directed in writing to do so by the Controller or 
   as otherwise permitted by this Contract; and 

 
(D) have undergone adequate training in the use, care, protection and 
handling of Personal Data; and 
 

(d)  not transfer Personal Data outside of the UK unless the prior written consent of the   
Controller has been obtained and the following conditions are fulfilled: 

 
(i) the destination country has been recognised as adequate by the UK government in 
accordance with Article 45 UK GDPR or section 74 of the DPA 2018; 
  

 
(ii) the Controller or the Processor has provided appropriate safeguards in relation to the 
transfer (whether in accordance with UK GDPR Article 46 or section 75 DPA 2018) as 
determined by the Controller; 
 
(iii) the Data Subject has enforceable rights and effective legal remedies; 

 
(iv) the Processor complies with its obligations under the Data Protection Legislation by   

       providing an adequate level of protection to any Personal Data that is transferred (or,  
       if it is not so bound, uses its best endeavours to assist the Controller in meeting its  
       obligations); and 

 
(v) the Processor complies with any reasonable instructions notified to it in advance by  

   the Controller with respect to the processing of the Personal Data; 
 

(e)   at the written direction of the Controller, delete or return Personal Data 



 

 

            (and any copies of it) to the Controller on termination of the Contract unless the    
            Processor is required by Law to retain the Personal Data. 

 
1.5 Subject to Clause 6, the Processor shall notify the Controller immediately if it: 
 

(a) receives a Data Subject Request (or purported Data Subject Request); 
 

(b) receives a request to rectify or erase any Personal Data; 
 

(c) receives any other request, complaint or communication relating to either 
       Party's obligations under the Data Protection Legislation; 

 
(d) receives any communication from the Information Commissioner or any 

     other regulatory authority in connection with Personal Data processed 
     under this Contract; 

 
(e) receives a request from any third party for disclosure of Personal Data 

  where compliance with such request is required or purported to be required by Law; or 

(f) becomes aware of a Data Loss Event. 
 

1.6 The Processor’s obligation to notify under Clause 1.5 shall include the provision of further 
information to the Controller in phases, as details become available. 
 

1.7 Taking into account the nature of the processing, the Processor shall provide the Controller 
with full assistance in relation to either Party's obligations under Data Protection Legislation 
and any complaint, communication or request made under clause 1.5 (and insofar as possible 
within the timescales reasonably required by the Controller) including but not limited to promptly 
providing: 

(a) the Controller with full details and copies of the complaint, communication or request; 
 

(b) such assistance as is reasonably requested by the Controller to enable the Controller to  
      comply with a Data Subject Request within the relevant timescales set out in Data Protection    
      Legislation; 

 
(c) the Controller, at its request, with any Personal Data it holds in relation to a Data Subject; 
 
(d) assistance as requested by the Controller following any Data Loss Event; 
 
(e) assistance as requested by the Controller with respect to any request from the 

    Information Commissioner’s Office, or any consultation by the Controller with the Information     
    Commissioner's Office. 

 
1.8 The Processor shall maintain complete and accurate records and information to demonstrate 

its compliance with this clause.  This requirement does not apply where the Processor 
employs fewer than 250 staff, unless: 
 
(a) the Controller determines that the processing is not occasional; 

 
(b) the Controller determines the processing includes special categories of data as referred to  



 

 

in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences 
referred to in Article 10 of the UK GDPR; or 
 
(c) the Controller determines that the processing is likely to result in a risk to the rights and 
freedoms of Data Subjects. 
 

1.9 The Processor shall allow for audits of its Data Processing activity by the Controller or the 
Controller’s designated auditor. 

1.10 Each Party shall designate its own data protection officer if required by Data Protection 
Legislation. 

 
1.11 Before allowing any Sub-processor to process any Personal Data related to this Contract, the 

Processor must: 
 

(a) notify the Controller in writing of the intended Sub-processor and   
     processing; 

 
(b) obtain the written consent of the Controller; 
 
(c) enter into a written agreement with the Sub-processor    which give effect to the terms set 
out in this clause 1 such that they apply to the Sub-processor; and  
 
(d) provide the Controller with such information regarding the Sub-processor 

          as the Controller may reasonably require. 
 

1.12 The Processor shall remain fully liable for all acts or omissions of any of its Sub-processors. 
 

1.13 The Parties agree to take account of any guidance issued by the Information Commissioner’s 
Office. The Controller may upon giving the Processor not less than 30 working days’ notice to 
the Processor amend this Contract to ensure that it complies with any guidance issued by the 
Information Commissioner’s Office. 
 

Joint Controllers and Data Controllers in Common 
   
1.14 Clauses 1.15 to 1.25 inclusive set out the framework for the sharing of Personal Data 

between the Parties as Controllers, either as Joint Controllers or Data Controllers in 
Common. Each party acknowledges that one party (referred to in this clause as the Data 
Discloser) will disclose to the other party Shared Personal Data collected by the Data 
Discloser for the Agreed Purposes. 

 
 
1.15 Each Party shall comply with the obligations imposed on a Controller under the Data 

Protection Legislation and any material breach of the Data Protection Legislation by one 
Party shall, if not remedied within 30 days of written notice from the other Party, give grounds 
to the other Party to terminate this Contract with immediate effect. 

 
1.16 Each Party shall be responsible for meeting their obligations under the Data Protection 

Legislation in providing information to any Data Subject in respect of whose Personal Data 
that Party is Controller.   

 



 

 

1.17 Each Party shall be responsible for responding to a Data Subject Request in relation to 
Personal Data for which it is Controller in compliance with the Data Protection Legislation. 

 
1.18 Each Party shall: 

 
1.18.1 ensure that it has all necessary notices and consents and lawful bases in place to 

enable lawful transfer of the Shared Personal Data to the Permitted Recipients for 
the Agreed Purposes; 
 

1.18.2 give full information to any Data Subject whose Personal Data may be processed 
under this Contract of the nature of such processing. This includes giving notice 
that, on the termination of this Contract, Personal Data relating to them may be 
retained by or, as the case may be, transferred to one or more of the Permitted 
Recipients, their successors and assignees; 
 

1.18.3 process the Shared Personal Data only for the Agreed Purposes; 
 

1.18.4 not disclose or allow access to the Shared Personal Data to anyone other than the 
Permitted Recipients; 
 

1.18.5 ensure that all Permitted Recipients are subject to written contractual obligations 
concerning the Shared Personal Data (including obligations of confidentiality) which 
are no less onerous than those imposed by this Contract; 
 

1.18.6 ensure that it has in place appropriate technical and organisational measures, 
reviewed and approved by the other Party, to protect against unauthorised or 
unlawful processing of Personal data and against accidental loss or destruction of, 
or damage to, Personal Data; 
 

1.18.7 not transfer any Personal Data received from the Data Discloser outside the UK 
unless the transferor ensures that (i) the transfer is to a country approved under the 
applicable Data Protection Legislation as providing adequate protection; or (ii) there 
are appropriate safeguards or binding corporate rules in place pursuant to the 
applicable Data Protection Legislation; or (iii) the transferor otherwise complies with 
its obligations under the applicable Data Protection Legislation by providing an 
adequate level of protection to any Personal Data that is transferred; or (iv) one of 
the derogations for specific situations in the applicable Data Protection Legislation 
applies to the transfer. 

 
1.19 Each Party shall provide reasonable assistance to the other Party in complying with all 

applicable requirements of the Data Protection Legislation.  In particular, each Party shall:  
 
(a) consult with the other Party about any notices given to Data Subjects in relation to the  
Shared Personal Data 

 
(b) promptly inform the other Party in the event of receipt of a Data Subject Request in  
relation to Shared Personal Data; 

 
(c) assist the other Party, at the cost of the other Party, in responding to any request from a  
Data Subject and in ensuring compliance with its obligations under the Data Protection 
Legislation with respect to security, Personal Data breach notifications, Data Protection 
Impact Assessments and consultations with the Information Commissioner or other 
regulators; 



 

 

 
(d) not disclose, release, amend, delete or block any Shared Personal Data in response to a  
Data Subject Request without first consulting the other Party wherever possible; 
 
(e) at the written direction of the Data Discloser, delete or return Shared Personal Data and  
copies thereof to the Data Discloser on termination of this Contract unless required by Law to 
store the Shared Personal Data; 
 
(f) promptly notify the other Party if it receives any request, complaint or communication  
relating to that Party's obligations under the Data Protection Legislation; 
 
(g) promptly notify the other Party if it receives any communication from the Information  
Commissioner or any other regulatory authority in connection with Personal Data processed 
under this Contract; 
 
(h) promptly notify the other Party if it receives a request from any third party for disclosure of  
Personal Data under the Contract where compliance with such request is required or 
purported to be required by Law; and 
 
(i) promptly notify the other Party if it becomes aware of a Data Loss Event or any breach of  
the Data Protection Legislation. 

 
1.20 Each Party shall comply with its obligation to notify a Personal Data Breach to the Information 

Commissioner’s Office and, where applicable, Data Subjects, under the Data Protection 
Legislation in respect of the Personal Data for which it is Controller, (having first liaised with 
the other Party to agree which Party shall notify the Personal Data Breach to the Information 
Commissioner’s Office), and each Party shall inform the other Party of any Personal Data 
Breach irrespective of whether there is a requirement to notify the Information 
Commissioner’s Office or Data Subject. 

 
1.21 The Parties agree to provide reasonable assistance to each other to facilitate the handling of 

any Personal Data Breach in an expeditious and compliant manner. 
 
1.22 The Parties shall maintain complete and accurate records and information in respect of the 

Personal Data for which it is Controller in order to demonstrate compliance with this clause 
and the Data Protection Legislation and to allow for audit of its Data Processing activity by the 
other Party’s designated auditor.  

 
1.23 Each Party shall, if relevant, be responsible for carrying out a Data Protection Impact 

Assessment in relation to the Personal Data for which it is Controller prior to commencing 
processing of such Personal Data, should that Party consider it necessary, to ensure 
compliance with its obligations under the Data Protection Legislation with respect to Data 
Protection Impact Assessments. 

 
1.24 Each Party shall provide the other with contact details of at least one employee as a point of 

contact and responsible manager for all issues arising out of the Data Protection Legislation, 
including the procedures to be followed in the event of a Personal Data Breach, and the 
regular review of the Parties’ compliance with the Data Protection Legislation. 

 
 
 
 
 



 

 

 
 
 
 
 
 
  
 
 

Schedule 1 to Special Condition - Data Protection 

Schedule for Processing, Personal Data and Data Subjects 

This Schedule shall be completed by the Controller, who may take account of the view of the 
Processors, however the final decision as to the content of this Schedule shall be with the Controller 
at its absolute discretion.   

1. The contact details of the Controller’s Data Protection Officer are: [Insert Contact details] 
 

2. The contact details of the Processor’s Data Protection Officer are: [Insert Contact details] 

3. The Processor shall comply with any further written instructions with respect to processing by 
the Controller. 
 

4. Any such further instructions shall be incorporated into this Schedule. 
 
Description Details 

Identity of the Controller 
and Processor 

The Parties acknowledge that for the purposes of Data Protection 
Legislation, the Authority is the Controller and the Contractor is the 
Processor in accordance with Special Condition Clause 1.1. 

 

 

Subject matter of the 
processing 

[This should be a high level, short description of what the processing is 
about i.e. its subject matter of the contract. 

 

Example: The processing is needed in order to ensure that the 
Processor can effectively deliver the contract to provide [insert 
description of relevant service]. ] 

 

Duration of the processing [Clearly set out the duration of the processing including dates] 

Nature and purposes of 
the processing 

[Please be as specific as possible, but make sure that you cover all 
intended purposes. 

 



 

 

The nature of the processing means any operation such as collection, 
recording, organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination 
or otherwise making available, alignment or combination, restriction, 
erasure or destruction of data (whether or not by automated means) 
etc. 

 

The purpose might include: employment processing, statutory 
obligation, recruitment assessment etc] 

  

Type of Personal Data 
being Processed 

[Examples here include: name, address, date of birth, NI number, 
telephone number, pay, images, biometric data etc] 

Categories of Data Subject [Examples include: Staff (including volunteers, agents, and temporary 
workers), customers/ clients, suppliers, patients, students / pupils, 
members of the public, users of a particular 
website etc] 

International transfers and 
legal gateway 

[Explain where geographically personal data may be stored or 
accessed from. Explain the legal gateway you are relying on to export 
the data e.g. adequacy decision, EU SCCs, UK IDTA. Annex any 
SCCs or IDTA to this contract] 

Plan for return and 
destruction of the data 
once the processing is 
complete 

 

[Describe how long the data will be retained for, how it be returned or 
destroyed] 

How to report a data 
breach 

Please ensure that any data breaches that concern our personal data 
are reported to us within 24 hours of the breach being identified, by 
contacting the DWFRS Service Control on 0306 7990019. 

 

Please complete and sign, on behalf of insert name of organisation, to confirm your acceptance of 
the above, keeping a copy of the form for your own records. 

Contact name 
 

 

Role in organisation 
 

 

Phone number 
 

 



 

 

Email address 
 

 

Postal address 
 

 

Contract number(s) 
 

 

Signature (electronic is 
acceptable) 
 

 

Date 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

Schedule 2 to Special Condition - Security 

The technical security requirements set out below provide an indication of the types of security 
measures that might be considered, in order to protect Personal Data. More, or less, measures may 
be appropriate depending on the subject matter of the contract, but the overall approach must be 
proportionate. The technical requirements must also be compliant with legislative and regulatory 
obligations for content and data, such as UK GDPR. 

The example technical security requirements set out here are intended to supplement, not replace, 
security schedules that will detail the total contractual security obligations and requirements that the 
Processor (i.e. a supplier) will be held to account to deliver under contract. Processors are also 
required to ensure sufficient ‘flow-down’ of legislative and regulatory obligations to any third party Sub-
processors. 

External Certifications e.g. Buyers should ensure that Suppliers hold at least Cyber Essentials Plus 
certification and ISO 27001:2013 certification if proportionate to the service being procured. 

Risk Assessment e.g. Supplier should perform a technical information risk assessment on the service 
supplied and be able to demonstrate what controls are in place to address those risks. 

Security Classification of Information e.g. If the provision of the Services requires the Supplier to 
Process Authority/Buyer Data which is classified as OFFICIAL,OFFICIAL-SENSITIVE or Personal 
Data, the Supplier shall implement such additional measures as agreed with the Authority/Buyer from 
time to time in order to ensure that such information is safeguarded in accordance with the applicable 
legislative and regulatory obligations.   

End User Devices e.g. 

● The Supplier shall ensure that any Authority/Buyer Data which resides on a mobile, removable or 
physically uncontrolled device is stored encrypted using a product or system component which 
has been formally assured through a recognised certification process agreed with the 
Authority/Buyer except where the Authority/Buyer has given its prior written consent to an 
alternative arrangement. 

● The Supplier shall ensure that any device which is used to Process Authority/Buyer Data meets 
all of the security requirements set out in the NCSC End User Devices Platform Security Guidance, 
a copy of which can be found at:  https://www.ncsc.gov.uk/guidance/end-user-device-security. 

Testing e.g. The Supplier shall at their own cost and expense, procure a CHECK or CREST Certified 
Supplier to perform an ITHC or Penetration Test prior to any live Authority/Buyer data being transferred 
into their systems. The ITHC scope must be agreed with the Authority/Buyer to ensure it covers all the 
relevant parts of the system that processes, stores or hosts Authority/Buyer data. 

Networking e.g. The Supplier shall ensure that any Authority/Buyer Data which it causes to be 
transmitted over any public network (including the Internet, mobile networks or un-protected enterprise 
network) or to a mobile device shall be encrypted when transmitted. 

https://www.ncsc.gov.uk/guidance/end-user-device-security


 

 

Personnel Security e.g. All Supplier Personnel shall be subject to a pre-employment check before 
they may participate in the provision and or management of the Services.  Such pre-employment 
checks must include all pre-employment checks which are required by the HMG Baseline Personnel 
Security Standard or equivalent including: verification of the individual's identity; verification of the 
individual's nationality and immigration status; and, verification of the individual's employment history; 
verification of the individual's criminal record. The Supplier maybe required to implement additional 
security vetting for some roles. 

Identity, Authentication and Access Control e.g. The Supplier must operate an appropriate access 
control regime to ensure that users and administrators of the service are uniquely identified. The 
supplier must retain records of access to the physical sites and to the service. 

Data Destruction/Deletion e.g. The Supplier must be able to demonstrate they can supply a copy of 
all data on request or at termination of the service, and must be able to securely erase or destroy all 
data and media that the Authority/Buyer data has been stored and processed on. 

Audit and Protective Monitoring e.g. The Supplier shall collect audit records which relate to security 
events in delivery of the service or that would support the analysis of potential and actual compromises. 
In order to facilitate effective monitoring and forensic readiness such Supplier audit records should (as 
a minimum) include regular reports and alerts setting out details of access by users of the service, to 
enable the identification of (without limitation) changing access trends, any unusual patterns of usage 
and/or accounts accessing higher than average amounts of Authority/Buyer Data. The retention 
periods for audit records and event logs must be agreed with the Authority/Buyer and documented.   

Location of Authority/Buyer Data e.g. The Supplier shall not, and shall procure that none of its Sub-
contractors, process Authority/Buyer Data outside the EEA without the prior written consent of the 
Authority/Buyer and the Supplier shall not change where it or any of its Sub-contractors process 
Authority/Buyer Data without the Authority/Buyer's prior written consent which may be subject to 
conditions. 

Vulnerabilities and Corrective Action e.g. Suppliers shall procure and implement security patches 
to vulnerabilities in accordance with the timescales specified in the NCSC Cloud Security Principle 5. 

Suppliers must ensure that all COTS Software and Third Party COTS Software  be kept up to date 
such that all Supplier COTS Software and Third Party COTS Software are always in mainstream 
support. 

Secure Architecture e.g. Suppliers should design the service in accordance with: 

● NCSC "Security Design Principles for Digital Services" 

● NCSC "Bulk Data Principles" 

● NSCS "Cloud Security Principles" 

 
 
 
 
 
 
 
 
 

https://www.ncsc.gov.uk/guidance/security-design-principles-digital-services-main
https://www.ncsc.gov.uk/guidance/protecting-bulk-personal-data-main
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
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